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" Deep Web

>90% of Internet
= Unindexed Internet

Dark Web (Darknet)

- Subset of Deep Web
- Hldden Services
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WannaCry Ransomware Attack
Patch for Unsupported Windows (Apply Now)

Terrorist Financial Network

IISI'S parks its cash in Bitcoin, ==
experts say Terrorist Use of Virtual Currencies

C\’ c'ryptocoms

Thai police have arrested a Russian national that reportedly
had over 100,000 in BTC for his alleged participation in an

international cybercrime organization. GhOStseC: ISIS i! itCOin Wa”et

Worth $3 Million ISIS Bitcoin Wallet

Paris Attackers had 53 Miltion Funding

COINTELEGRAPH.COM

Russian National Arrested For Cyber Crime In Bangkok, = z
Allegedly Had $8.2 Min in BTC Terrorist Block Chain
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Blockchain

History of Blockchain
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Bitcoin Aaazls

Satoshi Nakamoto (W1uLela) 158 Bitcoin: A Peer-to-Peer Electronic Cash System
UmLLm Bitcoin imumaua whitepaper Sauosh Nokamoto
Lﬂmﬂuaﬂamumwaﬂmm {uIUleR -
bl’tCOln.org Lay metzdowd lagdnlaLfe oy o b s Al o on pay 1 anothr withos i (rough »

Al Y YR a Y financial instilulilun. Digital slignalurcsl prolvide pa.ri of the solution, but the rr_xain
V] tg r]VLgJ m a q ﬂ f] SGLM ﬂ r] Lq uﬂ ﬂ ﬂ fg U ﬂ miﬂ EJ 3 %U r] a benefits are lost 1f'la trusted third party is :3t1|| required In prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.

1 &9 The network timestamps transactions by hashing them into an ongoing chain of

6[) hash-based proof-of-work, forming a record that cannot be changed without redoing

% 5@ a a ’] U u ﬂ r] 3 Lq u ﬂ 6’] the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As

long as a majority of CPU power is controlled by nodes that are not cooperating to

Satoshi LSULY8ULAAWMUA Bitcoin G]QLLG] atack the network, they'l generte the longest chain and outpace atackers. The

net\:\rork itself requires minimal Sl.l‘lllc_ll.l.l‘ﬁ. Messages are I?ruadcasl on a best effort
U 2007, UNEUD White paper U 2008 prookfvork chin a proa of it happened whle ey were goe.
. . . d =
LazAaen Bitcoin version 0.1 Tud 2009 L. Introduction

Commerce on the Intemet has come to rely almost exclusively on financial institutions serving as
trusted third parties to process electronic payments. While the system works well enough for
most transactions, it still suffers from the inherent weaknesses of the trust based model.

fisn https://pantip.com/topic/36880355 uasr Wikipedia
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Bitcoin Aa suiing
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Enter Corporation Co., Ltd.
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1. Hot wallet 4, Software wallet
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Balance: 11510,25558 mBTC
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GLOBAL BITCOIN NODES

DISTRIBUTION
Reachable nodes as of Mon Mar 19 2018 .
10:50:51 GMT+0700 (SE Asia Standard Time). o ﬁuu“f

12166 NODES

24-hour charts

Top 10 countries with their respective number of

reachable nodes are as follow.

RANK COUNTRY

1 United States

MODES

2735 (22.48%)

U¥aa Ang

LL & # W& A
-]
LY A

-

& = . el thiianm O
2 China 2151 (17.68%) R U i . e -
mpfafzl LAY 1 eim iy
21 § @ B Uszimalnu
3 Germany 1965 (16.15%) WA lwea e
& W I 7 @ Y ) L2
L] f 3 '
4 France 693 (5.70%]) T'i* E:'l.lnm!.?:.un_-l fk“'-_i“ — 5 wilaid
AR D u; =~ e e i e = i
it B sl SN _ E =
5 Netherlands 498 (4.09%) msmiglismnsdlnunsiln alntidn
u‘iﬁﬂ ® uman ik ’ L al::ra.
4 :
B United Kingdom 414 {3.40%) 15l . Wit
U1 In & o
& ﬂ 1l = TR “
7  Canada 404 (3.32%) y: &® M g Mefianad Uy N WYNT »
4 ( : ERRIE Tif B ﬁ-;-[i; Ay T o, g s nRALnLEY !
a Russian Federation 374 (3.07% Anla . L i 71 N
WNLA & m‘g&i | I.I.El\il'l'ﬂi' ﬁ' & & 'g
9 n/a 304 (2.50%) ga i Eiun -
@
10  Singapore 237 (1.95%)
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k i dayawswn S2018  dafvusluaistdau

Map shows concentration of reachable Bitcoin nodes found in countries around the world.
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Initial Coin Offering : ICO
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APTTQ3IRHEXUChONTSRHDveB4cPOFUGGE

08318b8ed0dc3aafialaecc7ef419a05087562a045a019827e061cf8c50d084c7

493728 (pos 325)

2017-11-09 07:50:30

W [00007%8fa%]

0.01498599 BTC (294.19 satoshis/byte)

5094 bytes

%4 S
0. 16815d6UszxNVXVLGPCbHMB Y tihrWFdp3v 0.06101492 BTC prev. tx
1. JKNZX2E1akz7v2GMeqf4KxdfMpXSEKPSWE 0.0451969 BTC prav. tx
2. 1FcQXZnrot NpvwiNuZ8ZfBSRRCNtozb4FtZ 0.00377155 BTC prev. tx
2. 113t797uddMiPELXhvHhfooh9geR X 0.02708222 BTC prev. tx
4. 1GXYd9G79vKy3MhSNZSEYQMI3UCTQAIXXS 0.22 BTC  prev.
5. 1Hv103gEnJHKpfL Pr448Qv/ftFWoSsFvii6Y 2.85 BTC  prev. tx
6. 16UxWPT20R4LS7pUvigMXFXxhnu2d4KQCYA  0.11992328 BTC prav. tx
7. 19dNCILxGZvHoqeZMcFNhHSF88pdMNJ30xe 0.03 BTC prev. tx
&. 1BVXZ78zhpffS4B8YK3{iCZ0Q1nSgQsLCl 0.239 BTC  prev. tx
1PkLm7Vec2QGwU3QuwZibvSch5P a1 UTi 0.009 BTC  prev. tx
- Amh1EJexwCaVeDghymTUhhGxuiméCdd4Ja  0.00401319 BTC prev. tx
. 1PTTg3JRHEXUCDONTSRH1Dvc84cPDFUGGe  0.50155 BTC prev. tx
1H1EJ6voWNKD19fUfmsBEJEImxQAWSFxYXx  0.16056 BTC
13. 1PmY73xV13RX7CqaHKkYmPgJL4PTe6 Vil Cd
14. 13N8ijtJ8CXnpiwc5RIY4i7VayDHe1CURD BTC  prev. tx
15. 1B4vmyLvsAvDYs98wW3xJHFVEIKSWDIGLIA 03618698 BTC prev. tx
16. 1CEXPUYQUWNKmeSLEDN6xm 15WKuagethRG  3.15 BTC prev. tx
17. AMEXKFDAFUSthG7SCB6INMTS6Ugs458218 0.0135 BTC prev tx
18 IMK2U2GQSTOwWWETWFWh8w/SDQnzxb795uGg 0.21894003 BTC prev. tx
19. 19XasuRb3c8aJVtFJbeumBTex3GtogFesX 0.13548517 BTC prev. tx
. 1T87B8AMSYBSVICmHfJtkzd4zMWotpenis 0.1038 BTC prewv. tx
. 133b8+Cno41E¥e5up67hdIRLQRA5685vKG 0.013 BTC  prev. tx
imh1EJexwCaVeDghymTUbhGxuiméCd4Ja 0.0537 BTC prewv. tx
- 13x9vAnvsAa7Rbih2 fDBHTxGObZSEXM3 0.01774783 BTC prev. tx
1DbpGXwhieM1QJvdFxCmtAUST YqUzphCkW  0.0255 BTC prev. tx
15UJh3bvivADWBiSVAUXtcryucPMkKgMNec  0.006036 BTC prev. tx
26. 1FwAwnmS2ag21 719py2asiJEKL98tHNdQ8 0.00750182 BTC prev. tx
27. 19xuLRZodGCLDaXKTNgVIVX9z6mB8eSrTHN  0.02829236 BTC prav. tx

1
1
1

0
Woeo= o

MO
orm = a

N
[N

. sl

0. 1PFZNDgbv/bLUfs39Rq9V9geulfockifneb (change address) 0.01043459 BTC pext =
1. 17vxJnVTzMb2eGx "V 1pbTDP7{FMKPRZHIYF [l [0273822a18] 12.06020095 BTC next e
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16g15d6UsxNVXVLGPCORNBYthriWFdpdv  1KNZQE1akeTv2GHoalkdfipxsEKPSIVP 1FcOKZnrotNpvwNuZSZBSRRCMozbAFZ  1131Z8ZuddMiPELXhwhfoohSgeRfX!

Y

(083180Bed0dc3aaflataeccTef419a05...

1PFZNDgbwbLU fs33Rq9VgeulfpckL fneb
ATvxInVTzHb2eGxV1pbTOPTFMKPR2HYF




NSSUIUNITHANIN Bitcoin

«***+
¢ *

Bitcoin Exchanger

3 Gbltcom

Bltcom Address

DeS1 gnGuBnxzTkoGZF saQbTHINTHRKI3S
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1. #am1u Crypto Currency 3NNUSENHIMUINISKaNUA8U Crypto Currency

DX

Thailand’s Bitcoin Exchange ag: LGCGIBItCGInS' - CHONEX.COM

Buy Bitcoins

(v Join Now for FREE

TDAK

coins.coth  @emmmmmenn @ ThaETC oo

147 https://hashbxbtc.blog
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2. AR Bitcoin 910 Bitcoin Wallet

@bitcoin

Wallet Card -

149y)KVkCSAyc : LPQ
— T YEYMS2BWWNrbs3SnLPQBHso

3.3519 BTC

$1,050.05

Requested bitcoin
from Ankur Nandwani
Received bitcoin 7 ) Vault
from Ankur Nandwani

Received bitcoin
from Ankur Nandwani

Last week

Bought bitcoins +(
with USD Wallet

i i i Received bitcoin

Sent
toan

/= Sold
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3. ARRNU Bitcoin 910 Bitcoin Address

Conn 8- Helght 487952

Latest Blocks ABSLE
_ Sprlks taw Height Age Transactions Mined by Size Insight s an open-source Sitcoin Cash blockchain

explorer with complete REST and websocket APis that

487952 an hour ago 649 342732 can be used for writing web wallets and other apps that. Bitcoin Address sdaresses are identite 1 you tcolns to another
need more advanced blockchain querles than provided
Firen Cotonn. S Sl it o i g S B bt Laae e 487951 3hoursago 793 464212 by pitcoineabe RPC. Check out the source code, —— A
487950 6 hours ago 7 314076 in POC N, Agdoss LIRTRUIOHK PN IHIMY No. Transactons 3
bugs and provide feedback for improvement at our
RETVET TRl 20 487949 8hoursago K 59482 githubissue tracker. HEn 100 clebebib7aicialN s 29t 1480t Total Rsconed 5000001 BTC
A GBGALace TAe k31022230505 a e IR S 2234 DB TRali s e peli | < LLO T IS 487948 9 hours ago n Teem (o Toos o Anatyss - Relaed Tags - Unsoent Outputs Fint Balace 08TC
=
Seeaods & @ E e e
itcore ——
s (6 St . gy SR T
AEe0e YT : R

SR IR Latest Transactions Transactions (oioestFist T
Caaretw .- rana '

e o Hash Value Out 1T T MRS e 2015.08.04 11:04:37
oy acewri L] o T ot 4410.48749 mBCH \RZRHEMZ g YN T EW M * 1BABICRDO I ThRVCIRLWAG . 200001 BT
iy e il Bl S VW ARy 1 B, Hw T 061 ee15b8... 1499.537 mBCH
T ol banfhmmal 4 1§ ¢ Wit =7 91609656 MBCH e 201607.22 10:12:61

; o200 X 3970635 MBCH » 1 ZH D HRZ UG YA IZh a2 o001 BT
450.23106 MBCH
€ OOTOA Ny e o ’

79cecs$49373; : 39.76255 mBCH

Us & Coetact - Privacy Polcy - Jorms of Sarwco - O (83 M

% Connoctod) - Advanced. Enstla - B
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Transaction

N15Y1193N554V84 Bitcoin Aggnasludsludunsotne bitcoin network ti@yinn1snsIvaey

Lz dugInssuiignaesazgnideudugsnssuly Blockchain

tx — Bitcoin transaction (" Transaction A
txid transaction id 2 BTC > In Out > 2 BTC
addr custoner 2001 veror
https://transactioncheck.bitrefill.cc Vil signature omme: | | Publc ey amome
techai)

htti://tech.eu/features/ 808/ bitcoin-iart



Web Tools

https://www.walletexplorer.com

© address, txid, firstbits, internal wallet id or service name

&« > C ‘ & dasnda | https://www.walletexplorer.com & ﬁ|& [~

WalletExplorer.com: smart Bitcoin block explorer

WalletExplorer.com: smart Bitcoin block explorer

. . . . . Wa“et . BX.in.th (link to service, show wallet addresses)
Bitcoin block explorer with address grouping and wallet labeling Poge 1 / 5398 Next.. Last _(toto ramsactons: 53%,75) Dovnioad as

(
date received/sent balance transaction
2018-03-18 18:10:41 | [l [Qeefi4aa??] +0.00028115 110136179 | azessadresigniensess
. . . . - . 2018-03-18 17:09:40 2be182ad81 +0.00005012 1.10108064 Sada2654cded0azecsss
Enter address, txid, firstbits, internal wallet id or service name: i 1
2018-02-18 00:33:21 | [l [04f9df7c59] +0.002539 1.10103052 | 1cleszacsscoasroieds
2018-03-17 14:05:07 | [l [ab28a17563] +0.00500501 1.09849152 | secezdessosssatedioe
Search 2018-03-1709:11:12 | [ [7890e91ccd) +0.00777718 1.09348651 | 1ss2e1071esazstbseoo..
2018-03-16 22:37:00 | [l [e7dedd5958] +0.00501894 1.08570933 | s2s¢174ss3basi1azsac
2018-03-16 20:53:53 W [0=935313be] +0.08394795 1.08069039 F40d2f3#13b26f83fed2
2018-03-16 10:18:2% [ [000b1a54fc] +0.00452035 0.99674244 20f334fb751b5bYacd3E..
TOp wallets 2018-02-16 10:18:2% | [Hl [000b1ab4fc] +0.00201248 0.99222209 | dsd798317cabbidebscs .
2018-03-16 10:18:29 W [000b1a54fc] +0.00119618 0.99020961 272322235591712fa722
Exchanges: Pools: Services/others: Gambling: Old/historic: 2018-03-16 10:18:25 | [ [000biaSdfc] +0.00338226 0.98901343 | zzbrsdedsdabashenial
Bittrex.com BTCCPool Xapo.com SatoshiDice.com (original) Agoramarket
2018-02-16 10:18:29 . . DeDcE302d7eBbeEIdRe0
Poloniex.com GHash.io BitPay.com (old) (old2) (old3) LuckyB.it (chatbot) BetcoinDice.tm [ [3a15eazen) 0092628 0.98363117 . = =
Huobi.com (2} SlushPool.com (old) (old2) Cubits.com sitzillions.com SilkrRoadMarketplace 2018-03-16 10:09:01 | [ [000b1a54fc] +0.00492905 0.89300317 | sisisserssbsszsssois
BTC-e.com (eutput) (old) AntPool.com (old) (eld2) BitoEX.com 999Dice.com DeepBit.net o
LocalBitcoins.com (old) BitMinter.com CoinPayments.net CoinGaming.io SilkRoad2Market 2018-03-16 10:0%:01 I [000b1a34fc] +0.00103125 088807412 SEdlcI0eedi0ilalan.
Luno.com EclipsemC.com (old) (old2) Cryptonator.com (old) FrimeDice.com (old) (old2) (old3) EvolutionMarket 2018-02-16 10:09:01 M [000b1a54fc] +0.0010657 0.88704287 36552525cc102048a728
Bitstamp.net (old) (cld3) Cryptopay.me (old) (cld4) Instawallet.org
Cryptsy.com (old) KnCminer.com HaoBTC.com CloudBet.com UpDown.BT 2018-03-16 10:09:01 [ [000b1a54fc] +0.00174436 0.88597717 | dafesfsats7izaisssic.
Cex.io Bitfury.org AlphaBaymarket (old) NitrogenSports.eu AbraxasMarket

Bitcoin.de (old) Bw.com NucleusMarket Satoshirines.com MintPal.com
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Web Tools

https://blockchain.info

g BLOCKCHAIN Home Charts Stats Markets AP Wallet

nfc

Transaction view information about a bitcoin transaction Receiving address (public key)
that I sent bitcoin to

10810075 1608501d5b2abGae 266077725098 {

€1512¢37M60e 26!

1Q3tc w3zkFgwF 5T XFXSteZHgk4dghdGn » IMKssdCTT1VuYr75C43Ec SdAYySGnpWPHmM 0.015 BTC
13BBBALXWFIVITW1JYXbdSnxJWDhT5vsAT 18qQINgQvBTBoRNVLIMXqPeDLbXX Ik 3Fug 00049 BTC

& The bitcon addresses

that I sent bitcoin from. New Change Address —)

Summary Inputs and Outputs
Size 373 (bytes) Total Input 0.02 BTC
Received Time 2015-10-12 01:45:59 Total Qutput 0.0199 BTC
Included In Blocks 378505 ( 2015-10-12 02.04:21 + 18 minutes ) Fees 0.0001 BTC c The fee I paid to the miners
Confirmations 1 Confirmations Estimated BTC Transacted 0.015BTC
Relayed by IP © 80.216.20.50 (whois) Scripts Show scnpts & coinbase

Visualize View Tree Chart
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Web Tools

https://addresswatcher.com

W W B

| & daomdy | https://addresswatcher.com{ENGIlIs1l

AN1150d5190715 Ul USBIwa

lAile address Huqisn1siadauly ADDRESSWATE HIR Login

Monitor balances of your addresses Get email notification on credits / debits

ssword

Forgot Your Password?

New user?

G+Login Google Or f Login Facebook



https://addresswatcher.com/
https://addresswatcher.com/

Software Tools

SKRY (x N — N +) REACTOR

Cl T1EPzfKSXPgfJ2Uf6UUfowAj1bRwoIFS
NUMISIGHT
CHAINALYSIS .
ELLIPTIC BUYER

MINER

/
183.45 BTC
\‘ &

SELLER

https://www.chainalysis.com/



Tracing Bitcoin

20a1ccaA26e861 2705092067 22122558224 2924C2cc5 1 0Sed 84 0S26503c 7 7

1Cxv3X5zIWHABYKASW B4 0rduBCFV2K2n

Transaction in the
Chainalysis tool:

Addrass

LCXVAXSZIWHAGVKASWRrIADrIuBCFV2K2n

» 13m1gHogHShSmEHC 1 yUUWOAZHNSXCVxpMg

14QxdYs9d7rSg47VpUrvsuQwxn4H5qHEHE

1CXVv3XSziW...

Ba

Balance

0

AlphaBay
Market

13migHOgHS. ..

5.73544735 BTC
0.01387698 BTC
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4. Case Study




1. internet ?

“UIAFOV AN UND TV wlnaindouleninsoviy
AN NRDSTT DU IMEAYIAAA TN UNDTAIUDN
WAL DE] A5AA Y, mmgaazm?amyﬁu 9 YNNI

[2li/slmmoanisdoarsuviigyariiv’
-dictionary.com

¢« luslamoamsgiu
*  LASTNUVILATOTNY
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1. internet ?

dattu TasrnrAuguaduwmosifia: ICANN

% @ & m t 3 . AfﬁlNlC APNIC

\sia/Pacific
q'iﬁ.:mmm Technical Uszandsau 4gu1a m:in?:;‘maz ,f[.g d Asia/Pacif
TﬁmuﬁtLﬁﬂ Community wnITIMg /“\

_ J APJII KRNIC
~
Indonesia Korea
{ Internet Corporation for Assigqed Names and Numbers ‘ CNNIC TWNIC
< « 2ednsliuanadn lsitasedulutl 1998 T\ China Taiwan :
— « Amuaulousinasgudumodiiia (1w IPv6) 5Iuf JPNIC VNNIC
ICANN  luslamoa domain name uazszuu address , Japan Vietnam

« uuzh TWs3nAv gTLDs szuulnal
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1. internet ?

Relationship is not purely monetary — terms and conditions are filtered down the chain

@ RAA
Registrar Accreditation Agreement REGISTRANT AGREEMENT
e
ﬁ > > 555 > >
ggg,'&%‘:‘ smv?gglggg:mm REGISTRAR RESELLER REGISTRANT

@ RA ; MSA RAC ' RESELLER AGREEMENT REGISTRANT AGREEMENT
Registry A Mastar Supply Ag Regisiry Access Conract

agistry Agreament y Agraamant istry Accass

RRA
Ragistry-Registrar Agresment

AMLO CYBER CRIME DETECTION SECTION
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2. n1saziinavansaaulaul

rlugangwano
. Global
Website Alexa Total Page Views
Iflix.com 7,964 32,104,288
Netflix.com/th 47 6,384,960,604
Doonee.com 216,539 551,173

Hollywood-hdtv.com 262,103 319,913

Monomaxxx.com 227,634 365,062
Huasnila
Website Tlﬁl Total Page Views

MovieZfree.com 1,882 95,236,171
Newmovie-hd.com 2,866 78,112,108
037hd.com 6,010 35,890,450
Seriesubthai.co 6,067 45,131,931
Nungmovies-hd.com 7,103 21,477,211

AMLO CYBER CRIME DETECTION SECTION

Local
Alexa

401
536
1,805
2,686

2,032

Local
Alexa

47

59

Local Page
Views

8,921,781
7,023,456
535,079
310,571

357,541

Local Page
Views

92,664,795
76,362,397
34,982,422
43,777,973

20,517,180

Fulwsiigndeuiivuduiiulvsianiadvans vy, 16 w.u.

dulodgnnguune 5
JURALUUSA
NUIUAUTNYN:
17,148,431

FMIUAUDIVINTY
LADUININAINITUOA
AANNIYEN 15.6 1117

Sulwsiandia 5 susduusn
AMUIUAULTTN :
268,304,768

December 19-20, 2016 | Bangkok
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2. n1saziinavansaaulaul

‘ il A sasiionoula? Usunnasnisaniinavandooulal

g uuundne:

Amenanan:
1. Cyberlocker Linking and Streaming — eg 123movies.gs

1. Digitization — elun1sInAvuazueuns
2. Hosted Linking and Streaming — eg Kinokong.biz

2. Bandwidth — ihasjuldiedu _ _ ‘
3. Public and Private Torrent Indexing — eg Extratorrent.cc

3. Web 2.0 - Crowdsourcing kazsnagn ‘
4. Apps and Software — eg Ren Ren Mei Ju

4. Advertising — Provide content for free

5. UGC and Hybrid — eg Youtube.com, Eyny.com

AMLO CYBER CRIME DETECTION SECTION 70
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2. n1saziinavansaaulaul

Astossuiilorooulaliduderivinvng

2 Jeunn (viey:

«  AmMNAANLASo- Youatnaunalulad liaunsaimuauls
uazaanuuuitwaUnosmnutdud e

o WwadUAMNANMINY — Wiasasduusndudulusiininans
TIHWSHUAUUSANF
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2. n1saziinavansaaulaul

. waselinsaaindvansooulail: Widwmsur 1o
Google MobicFuse

mae @ P
admob A bee
hitp:/iww

y i ,'v,r’ it I
s |
el

33 FTP or HTTP ) . ,

BitTorrent &
Paywall - fizandn

a . No all - G
oonudoslDeANAs PP
nnen s
Audn

hitp:/hww

UDP (User Datagram
Protocol) or RTSP
(Real-time
Streaming Protocol)

AMLO CYBER CRIME DETECTION SECTION

I waslgnsasiindvansooulail lawan

+ Traditional (mainstream) 1nfetnelaisanooulaiwudufindingduunas
suliiadeydmsuiuluianindaing

o athlsfnmu mstsduldnguinsuazmsUsAniugannnananamnssih
Tiiguiimsmunssnadu i WL ua: TAG

v Buasiindoandniuidsisananudsis

31asy Steps to clean your Mac ;——th

11

A—

Close ad and condivue as Fee user

Sexindusty ~ Gambling Malware Do;ggad
[

Scams



3. WANALUN1SaUdIuaaulal
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» AITNTIUIIMTAVEIUEBUlANENTaNITRYALARE 19 A — UaYadIY
yAratutinazlaududue

. %u’ma@@LLU@W]@QWEJ’]EJ’]MWT’U@QJGLﬂEJ’Jﬁ}‘U%@@QaﬂgﬂﬁWSWSWNUﬂUW\’mu

1‘151’1%1%61@ Soadnsiausnvsisesesl’ wazasaueInNIuINT AL
ﬁmmmwmu

.« doyanvanldasinsnsavaeuuLde (social) media - MIMIFIALA
RNt LRV R
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nsndiayalae 16 dvanabignn
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Your computer Publicly awvailable Target web server
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N13A53982U DNS (Domain Name System)
Fields riifudsz1amidmsun1sduaan latuasdaya DNS

IP(vd) Address(es) / fiunlaneniimansvasliuInig
Name Servers (Primary upstream DNS server)

Mail Exchange

Text (can be anything)

Start of Authority (DNS technical details)




1511 IP Address 1na'ld Name Server
A1dy Ping : https://asm.ca.com/en/ping.php

g_ App Synthetic Monitor N

@ (o5 cacoment

& Prooucrs Ping

CA App Synthetic Monitor monitors your web sites and servers

sitor your senvers for 30 days at no charge

1 e
) U C I N I I Sty e
i I I aq O I I I I I l a I I S O O u p Sign Up for a Free Trial!
Ping 3 server or web ske using our network of over 90 montoring stations workwide

amio go th

Ping to: amlo.go.th

Checkpoint Result min. rtt avg. rtt max.rtt 1P

Australa - Perth (auperd1) Packets lost (100%) 110164443
Australia - Brsbane (aubne02) Packets lost (100%) 110164443
110164443

Avgenting - Buenos Aires (arbug0t) Packets lost (100%)

1an19 Webservice : www.robtex.com

<« c ‘Q‘ @ https://www.robtex.com/dns-lookup/amlo.go.th

|ANALYSI5| |QLFICK INFOl | REWVERSE {NEW!Jl | F{ECOF{DS' | SEC | | wWoT | | ALEXA | | THF{EATMINEF{' | SHARED | | GRAPH | | HISTCORY | | WHCIS | | DMNSBL | | GHAF'H[DI:I)'

Amlo.go.th has two name servers, two mail servers and one [P number.
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N196019798au Whois 1aelf domaintools.com

= Domain Profile

Registrar TH.NIC Co_, Ltd.
IANA ID- —
URL: —
Whois Server: —

Registrar Status ACTIVE

Dates 6,380 days old ~
Created on 2000-10-09
Expires on 2018-10-08
Updated on 2017-10-27

ame Servers MS1.3BBE.COTH (has 153 domains)
I P Add reSS M52 3BB.COTH (has 153 domains)
ech Contact 111471
o IP Address 110.164.44.3 is hosted on a dedicated server Reverse IP
IP Location - Udon Thani - Udon Thani - Triple T Internet Pcl lb
ASN B AS45758 TRIPLETMET-AS-AP Triple T Internet/Triple T Broadband, TH (registered Apr 24,
2009)
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M= SiniNonton - Nonton Film G x

@ https://sininonton.com

% a

@ wexa {3 Domaintools [J] CentralOps [ Robtex oo Myip.ms (2 WebPagetest pJ VirusTotal [l ProxyList = CF Abuse [ FBAbuse @ iOSAbuse [ PhilippinesiS @a CA Ping Test

x dl

2C@)

WWW.AGENQQ.COM

LapakQQ /

WWW., LapakQQ com

sini nonton

6.6 RANESS 88 |

Edge of Darkness | Remember You

Elements Console Sources Network Timeline Profiles Application  Security  Audits

htal lang<"en-US" prefix-"og: http://ogp.me/ns# fb: http://ogp.me/ns/1bs" closss == 50

e-"description

widthedevice-width, , maxinum-scalesl
Grifus 4.0.2.6 and WordP
widthedevice-width, initial 1, maximum-scalesl
SeRshs4 TNz
on.con/static/\0go-8.0ng" type=" image/x-icon

1n Gratis Su
nton.con
SiniNonton - Nonton Film Gratis
https://ing. sininonton. cor/w788/2¢LndRZyBeldasIVaKIBAI R, jog
Nonton Film Gratis
robots

canonical

etrimental effects to the end user's experience. For more help,

Styles Computed Event Listeners

vertical-align:

The Invention of ...

basel

{m. 16FRFERQXY . 1511

utaaaviiadi sy
UANUILIY TR
agj‘[umsﬂma%

a8 lun1anada
MM3adsudsadu e
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Wireshark

dnsa’lonsladavunasinivay  Content lunsedii  Developer
tools lidw1sa’ldlea wu  waldwdirguuuiiada

Follow TCP stream to content server —
more detailed than browser level

_sdth mpddstreamer=tmp /108771165580 vcache?
M 'wmsAuth Sign =c2Vydm VyX3RpbW USMT ivMT Qv MjAxNi A<OjU00; 12| EFNJmbhhc2hidmFed WUINHZGZ OhicF Ve Wt2c oM YiM3
[dVhGdz203nZhbGlkb Wiud XRic2 OyMD AmaXAIN EuMQOL I0Ni4yNDY="/>
BEECH enernet-7  1Pva-8  IPv6-2  UDP 11
| Address Port Packets Bytes v Peckets A8 BytesA -8 Pockats B —+ A BylesB <+ A

[10377116.55 80 30527 3EM 24276 36 M 5261 341K
192168790729 49418 30527 36M 6251 347k 74276 ™M
104.24.113.178 80 21 7636 2 6429 ] 1407

333333

o

33333

Wireshark on
“middle man”

doo4k.tv app analysis computer
to capture traffic

xsport2iplarist.m
6.59 jbocky/foxthapla

F 3
1z
3

333

Review HTTP requests
for inactive links
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4. Case Study
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a2ttt (Case Study)

- A set top box case study: [Se (1A |

e IsANAmINANNSIY
cyberlockers Tunsaaiiionn e
unuigsinnosisiuuniani: @ F BT

e FerinnumIMTLTloWAiAS § it
AszAUUIAIUSIINFLAZENA ——
Cybadocker A ™

Aazionagldogngil e
Us=d8nsan
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 ¢mat (Case Study)

® 89 @ sucde Squsd fambnawrs x

&h"

47 RONIN

47 Ronin 47 1s0u umiin
Twls HO 2013

1900 1091 1902
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VOUAMATY

BY CYBER CRIME DETECTION SECTION , IT CENTER
AMLO THAILAND
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